
     Issue 228 | September 2004Issue 228 | September 2004Issue 294 | November 2011

B a n k i n g  A u t o m a t i o n  B U L L E T I N

Banks share approaches for 

tackling ATM crime

ATM fraud losses continue  
downward trend

Asia-Pacific ATM market booms  
as mature markets decline

BAI Retail Delivery conference 
sees return of ATM exhibitors

Interchange fees and the law of 
unintended consequences

Country profile:  
Serbia

Published by Retail Banking Research

www.rbrlondon.com/bulletin



Retail Banking Research Ltd 
393 Richmond Road  
London TW1 2EF, United Kingdom

Issue 294 | November 2011

Editor Dominic Hirsch 
Managing Editor Morten Jorgensen 
Assistant Editor Tomomi Kimura 
Contributors Rowan Berridge, Nick Collin, Richard Cummings,  
Daniel Dawson, Mark Glover, Christof Haars, Rafael Navajo, Paul Race 
Subscriptions Manager Abigail Milne 
Advertising Manager Felix Kronabetter

For all editorial and advertising enquiries:

Telephone: +44 20 8831 7300  Fax: +44 20 8831 7301 
Email: bulletin@rbrlondon.com

Advertisers in this issue:

Diebold www.diebold.com 
Giesecke & Devrient www.gi-de.com 
GMV www.efma.com 
KAL www.kal.com 
NCR www.ncr.com 
Siemens www.siemens.com 
Spinnaker www.spinnaker.co.uk 
Wincor Nixdorf www.wincor-nixdorf.com

Annual subscription (12 issues):  
     £650 (€780/$1,040) printed  
     £975 (€1,170/$1,560) printed and electronic (1-5 users) 
 £1,950 (€2,340/$3,120) printed and electronic (6+ users)

ISSN 1748-5304 

© Retail Banking Research Ltd. No part of Banking Automation Bulletin may be reproduced or copied in any 
form, in whole or in part, without the prior written permission of the publisher. Under no circumstances should it 
be shared with other individuals or organisations than those covered by the subscription licence.

First published in December 1979

B a n k i n g  A u t o m a t i o n   B U L L E T I N
2 ATM SECURITY 

Banks share approaches for tackling ATM crime

4 BAI RETAIL DELIVERY  

BAI conference sees return of ATM exhibitors

6 NCR PERSPECTIVE 

Innovation and collaboration undermine global 
ATM crime

8 GLOBAL ATMS 

Asia-Pacific booms as mature markets decline

11 GMV PERSPECTIVE 

New ATM fraud threats are emerging

12 ATM FRAUD 
ATM fraud losses continue downward trend

13 SIEMENS PERSPECTIVE 

Dependable detection for physical ATM attacks

14 OPINION 

Interchange fees and the law of unintended 
consequences

15 NEWS BULLETIN 

Banking, ATM and payments news

16 COUNTRY PROFILE 

ATM and cards intelligence on Serbia

20 CONFERENCE DIARY 

Upcoming industry events from around the world

ATM security threats 
diversify
The world’s largest ATM security conference 
was held in London last month (see page 2) and 
it is clear that ATM security is still a major issue. 
Skimming remains the dominant threat, although 

losses are falling in most countries.

Ironically, a sign of the progress that is being made against skimming is the recent 
MasterCard announcement of a liability shift for inter-regional Maestro ATM 
transactions in the USA. Criminals are continuing to skim magnetic stripes around 
the world, but are finding fewer countries in which to use cloned cards. The USA, 
as one of the few countries still to adopt EMV, is becoming the destination of choice 
– Europol says that 80% of non-EU fraud against EU payment cards is committed 
in the USA. The MasterCard announcement is recognition that the pressure on the 
USA to adopt EMV has now passed a tipping point.

There was a notable change of emphasis at this year’s ATM Security conference: less 
focus on skimming, and growing concerns about two other, very different types of 
crime – gas/explosive attacks and malware.

A return to more crude forms of attack such as gas and explosion is on one level 
a sign of the progress being made in other areas. It is a particularly violent form of 
attack, however, which often results in extensive collateral damage to surrounding 
buildings. The industry needs to address such threats urgently, otherwise local 
residents and merchants will not want ATMs located near their premises.

At the other end of the spectrum are malware (malicious software) attacks, which 
include various types of electronic fraud at the ATM. This type of attack can be 
from the outside, but is often via an insider, such as an engineer or a member of IT 
support. Understanding the true extent of malware fraud is difficult, as most banks 
do not wish to acknowledge such attacks for fear of alarming customers, but it is 
clear that these threats are on the rise and that banks are starting to take malware 
more seriously.

The industry deserves credit for the progress made in tackling ATM crime, but 
cannot rest on its laurels. ATM fraud will never be eliminated, but by working 
together with solutions providers and law enforcement agencies around the world, 
ATM deployers should be able to keep it under control.

Dominic Hirsch, Editor
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