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Banking Automation

Skimming still the
greatest threat

| recently spent two days chairing a conference
on ATM security. Despite being a close observer

of most ATM related issues, | was nevertheless
struck by how the ATM industry is once again
struggling with the issue of card skimming.

Card skimming at ATMs is not new — concerns about this type of fraud have
been around for well over a decade, and more recently have been a major
driver of the migration to EMV.

Following initial successes in addressing skimming, such attacks and associated
losses are on the rise. The root cause of this problem is that skimmed cards
can still be used in countries which have not adopted EMV, but there are other
contributory factors:

* Not all ATMs are fitted with anti-skimming devices

* Criminals have devised ways to bypass some of the less sophisticated
anti-skimming devices

* Public awareness of preventative measures, such as shielding of PINs,
remains relatively low

* The potential for ATM skimming is growing as the number of ATMs around
the world increases. Greater geographic diversity provides the opportunity
for criminals to move between countries, taking their expertise with them.

Until magnetic stripes are removed from cards, which does not appear likely
for the foreseeable future, the industry can only try to minimise this problem.
ATM owners can make greater use of anti-skimming technology (particularly
devices that detect foreign objects attached to the ATM) and increase use of
surveillance cameras, while issuers can further improve detection of suspicious
transactions and make greater efforts to increase customer education.

There was a second, important point that struck me during the conference
which deserves a mention here. Several speakers highlighted that the number
of attacks during ATM cash replenishment is rising. There appears to be a real
concern that as physical protection of the ATM improves, criminals will move
to a new weakest link — worryingly this is not a card, or an ATM, but CIT staff
themselves.
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We hope you enjoyed reading this editorial.

You can receive this, or another back-issue
of the Bulletin for free when you take out a subscription.

To receive your free issue, please complete the order form on the next page,
and fax it to +44 20 8940 1527. Please specify on the form, or by email to
bulletin@rbrlondon.com, which issue you would like to receive.
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